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SUBJECT: ADOPTION oF THE CAGAYAN ECONOMIC ZONE AUTHORITY (CEZA)
CASINO ANTI MONEY LAUNDERING RISK RATING SYSTEM (CARRS)

By the authodq, vested upon CEZA to implement measures as may be necessary and justified to

countcract moncy laundcring and tcrrorism financing, thc Cagayan Economic Zonc Authoity (CF,ZA)

Casino Anti-Money Laundering Risk Ratings System is hereby adopted to implement risk-based approach

in supervising casinos is the developmeflt of a dsk-focused examination process.

BACKGROUND

Republic Act $..A.) 70927, otherwise known as "An Act Desippating Casinos as Covered

Persons under R.A. No. 9160, othenrise known as the Anti Money Laundering Act of 2007, as

amended" was passed into laur. The subsequent Casino Implementing Rules and Regulations was

then executed betvireen and signed by the different heads and key officials of the Anti-Money
Laundering Council (AMLQ, the Philippine Amusement and Gaming Corporation @AGCOR),
CagaymExport Zone Authonty $F;7A), and the Aurora Pacific Zone and Freeport (CEL\).

An essential pdnciple in the effort to combat money laundedng and terrorist financing

O{L/TD is to adopt and implement an appropriate Anti-Money Laundering and Countering the

Financing of Terrorism (AN{L/CFI) risk management systemwhich can identi$, assess, monitor,

and control risks associated with ML/TF. CEZ.N's adoption of a fully risk-based approach to

supervision emphasized changes from a compliance-based approach to a more proactive risk-

based approach and essentially, the .\ML/CFT rules and reglulations are geared toward risk-based

principles. In the course of a periodic or special examination ,CEZA AML Unit monitors cot'ered

p.tro.rr' compliance with the AMIJ,, its CIRR, and other applicable issuances undc CEZA's

supen ision and regulation.

INTRODUCTION

A significant aspect in a risk-based apptoach in supervising casinos is the development of a

risk-focused e*amination process, complemented by the adoption of a Casino ANIL Risk Rating

System (CARRS). The adoption of thi CARRS shallnot be construed as an additional regulatory

burden to covered p.r.orr. or require additional policies and processes' Hence, the dsk-based

supenision method aims toensure traflspareflcy, eady waming signals, and encoutaging self-

regulation at regular intervals.

The CARRS is an intemal rating system which shall be used by CETI\ to understand whethet

the dsk mana€iement policies and practices, as well as intemal controls of casinos to prevent

ML/TF, are iJplace, well disseminated, and effectiveiy implemented. CEZA will also have an
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over-all understanding of the whole casino sector's risk management policies and ptactices
relative to the prevention of money laundedng and terrorist financing.

O\rERVIEW

Under the CARRS, each covered person is assigned a Composite Rating based on an

assessmeflt of four (4) components of a casino's framework and operations in theprevention of
ML/TF. These component factors shall require the following

l.Efficient Board of Directors @OD) and Senior Management (SIVQ oversight
("Nlanagement');

2.Sound AN{L policies and procedures embodied in a lr{oney Laundering and Terrorist
Financing Prevention Proggam duly approved by the Board of Directors ("IUT?P");

3.Robust intemd controls and audit ("Controls and audit'); and

4. Effective implementation ('Implementation').

Evaluation of the components shall take into consideration the coveted person's resPonses

to various questions that are designed to undetstand its business operations as well as its risk

profile. The answer and reply will be assessed by the AI\[L Unit of CEZA and shall be verified
with an on-site examination. The component ratingp to be assipped ranging from "4" as the highest

^r,d"7" 
as the lowest are discussed in every component factor.

The Composite Rating generally bears a close relationship to the Component Ratings

assigned. However, the Composite Rating is not derived by computing an arithmetic average of
the Component Ratings. Each Component Rating is based ona qualitative analysis of that
component and its interrelationship rvith the othercomponents. The Composite Rating is assigncd

based on 
^ 

"1" to "4" numerical scale. The highest rating of " €' indicates the sffongest risk
management system and the most effective operational practices that entail the least degree of
supervisory concem. The lowest rating of "7", on the other hand, signifies the weakest risk
managemeflt system and ineffective implementation which requires the highest degree of
supervisory concern including the placement of the covered institution within the ftamework of
pfompt correcdve action.

The assigned Composite and Component Ratings are disdosed to the covered person's

Board of Directors and senior management together vith an indication of itslevel of compliance

rvith AI{LA, as amended, its CIRR, and other applicable issuances.

CEZA shall take into account the complexity of each intetactive gaming and interactive
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The CARRS shall be utilized as an effective supen'isory tool to ensure all covered persons
are assessed in a comprehensive and uniforrned manner, and supervisory attention is appropriately
focused on casinos exhibiting inefficiencies in Board of Directots and Senior Management
oversight and monitoring, inadequacies in their AML ftamework, weaknesses in intemal controls
and audit and defective implementation of intemal policies and procedures. CEZA shall establish

definiti.l'e processes in the conduct of risk assessrnent to aid end users to frrlly trnderstand the use

of the CARRS.
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gaming related activities based in and offeted from within the Cagayan Special Economic Zone
and Free Port (CSEZFP) and shall conduct a comprehensive environmental study to address any
concerns and issues with the respective business model.

For casinos who ate rated as non-compliant, the provisions under the contracagfeement
shall be imposed, as rvell as other sanctions in accordance with the law, regulatory ofders,
guidelines, and other applicable issuances.

COMPOSITE RATINGS

Ovemll Money
Laundedng
(ML) and
Terrorist
Financing (TF)
Ptevention
Risk
Management
Ftamework
(telative to
complexity,
and tisk
ptofile)

High level of
Management
and control
without cause
fot
concern. The
risk and
control
framework are

dearly defined
and frrllv
compatible
with the
and
of the casino's
activities.

Acceptable level
of risk
management and
control with
minimal
supervisory
concem. The risk
management afld
conrol
framework are

adequately
defined and
sufficiently
compatible with
the nature and
complexiry of the
casino's activities.

Risk Management
and Control need
improvement and
tequire more than
nomral
supervision. Risks
are insufficiently
controlled and
mitigated, leaving
too high a residud
dsk for the
institution- The
management and
control framework
are poorly defined
or insufficiendy
compatible u,ith
the nature
complexity of the
casino's activities.

Risk management
needs drasti c and/or
immediate
imptovement which
tequkes close

supervisory attention.
Risks are not or
inadequately
mitigated and are

poody controlled.
The risk n'laflagement

and control
framework is neither
defined nor
compatible with the
nature and

complexity of the
casino's activities.

Composite
Rating

2 1

Numerical
Rating 4 3

Grossl.v
fnadeouate+

Sound Adeouatelv+
Sound

VulnerubIe
Adiectivd
Rating
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The Composite Ratings are defined as follou's

1. Composite 4 - The level of overall money laundering and terrorist financing ptevention
risk management and control framewotk telative to the size, complexity, and risk profile
is high and without cause for supervisory concem. The dsk and control framework is
cleady defined and fully compatible with the oature and complexity of the casino's

activities. All or most of its component ratings are "4" with no component rating below
"3." It is most capable of withstanding any risk associated with money laundedng and is

unlikely to be used as a money-laundering conduit for the proceeds of unlawfrrl activities.

2. Composite 3 - The level of overdl money laundering and terrorist financing prevention

risk management and conffol framewotk relative to the size, complexity, and dsk profile
is acceptable and with miflimat supervisory

' Consist of (f Efficienr BOD and SM Oversight ("Management'); (4 Sound AML policies and

procedures embodied in a Money Laundering and Terrorist Financing Prevention Program duly

approved by the BOD (MLPPP'); (iii) robust internal controls and audit ("internal controls and

audit'); and (iv) effective implementation'

concern. The risk management and control ftamework are adequatell' defined and

sufficiently compatible with the natrre and complexity of the casino's actir"ities. All or most

of its component ratings Lte "3" with no component rating below "2." lt can withstand

any associated AML risks and there is a lorv probability of it being used as a money-

laundering conduit for the proceeds of unlawful activities.

3. Composite 2 - The level of overall money laundering and tetrorist financing prevention

dsk managcmcnt and control framcwork rclativc to thc sizc, complcxity, arid risk profilc
needs improvemeflt and requites more than normal supervision. Risks are insufficiendy

conttolled and mitigated, leaving a high residual risk for the casino. The risk management

and control framework are poorly defined ot insufficiently compatible with the natwe and

lOth floor Greenfield Tower, Maflower corner Williams Streets, Greenfield Distr'rt, Mandalqpng Caty, Metro Manila, Philippines 1 550

Componentsl
Rating

All or nost! 4

ritbno
component

ratingbss tban

3

All or nost! i
bfino component

rating hs tbar 2

All or nost! 2 All or nostfi 1

Capacity to
Vithstand
AML Risks

Most capable
of

withstanding
AML risks

and is

unlikelyto be
used as

money
laundeting
conduit for

the proceeds
of unlawful
activities.

It can withstand
anyassociated

AML dsks and
there is a low

probabiliw of it
being used as a

mofley-
laundering

conduit for the
proceeds of

unlarxrfiil
activities.

Vulnerable to
AIMLrisks and

may be used as a

money-
laundering

conduitfor the
proceeds of

unlawfrrl
activities.

Not capable of
withstanding Atr{L
risksand may likell,
be usedas a conduit
for the proceeds of
unlarvfirl activities.
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complexity of the casino's activities. ,{ll or most of its component ratings are "2." lt is

vulnerable to AML risks and mav be used as a money-laundering conduit for the proceeds
of unlawfrrl activities.

4. Composite 1 - The level of overall money laundering and tefforist financing prevention
risk management and conttol framework relative to the size, complexiry, and risk profile
needs dtastic zndf or immediate improvement and requires close supervisory attention.
Risks are not or inadequately mitigated and are poorly controlled. The risk management

and control framework are neither defined nor compatible with the natute and complexity
of the casino's activities. All or most of its component ratings arte"7." It is not capable of
withstanding ANIL risks and may likel,v be used as a money-laundering conduit for the

proceeds of unlasrful activities

EFFICIENT MANAGEMENT OF COMPONENT
RATINGS

Each of the Component Rating descriptions is discussed separately on each component factor.
Moreol'ef, a survey questionnaire will be given to a covered pefson dudng visitation and shall be

answered by the Atr{L Comptance Officer or a duly authorized of6cet, which will be subject to
confirmation during the onsite examination.

I. DESCRIPTION

The management tating reflects the efficienq and capabilitl'of the BOD and SM oversight to
identifir, measufe, monitor, and conffol monev laundering risks inherent in the coveted

person's activities. It is recognized, however, that appropriate risk management practices varv
considerably among casinos, depending on its size, complexity, and risk profile.

The BOD shdl be ultimately tesponsible in ensudng that the covered person stricdy comply
with the requirements under the AMLA, its CIRR, and other applicable issuances through
adoption of an appropriate I\fL and TF prevention framework appropriate to the casino's

corporate structure, operations, and risk profile, which shall be embodied in its BOD-approved
Money Laundering and Terrorist Financing Prevention Program (MT"P).

The BOD may also delegate other duties and responsibilities to SM and/or AML committees

to help supervise andf or oversee the casino's compliance with the AMLrt, its CIRR, and other
applicable issuances. The Compliance Officer shall betesponsible for effectively managing the
implementation of the MT?P, specificallyits IrfL and TF prevention ptactices, and procedures.

The delegated authorities, together with the standard intemal control measures and dsk

tolerance levels
should also be embodied in the MTPP. This will facilitate the resolution of some or all of the

following risks: (i) reputational2; (ii) operational3; (*) I..*la; 
"nd 

(19 concentration5 ,i.k.

Assessment of the overall efficiency of Board of Director and Senior Management's ovetsight
in relation to the size, complexity, and risk ptofile of the covered person takes into account

the following characteristics:
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1. The abiliry of the Compliance Office to manage the MTPP;
2. Reliability, timeliness, completeness, and helpfulness of management information system;

3. Consistent and effective identification, measurement, monitoring, and controlling of risks
and problems related to ML and TF (risk management practices); and

4. Independence, accufacy, and usefirlness of self-assessment systems that ateeithet proactive
(through compliance testing), or reactive (through the intemal audit).

For Interactive Gaming License (IGL) without any physical office within the Philippines, they
shall assign a Compliance Officer which shall be of Seniot Management level, or appoint a

Local Gaming Agent which shall be their primary pbint person during compliance check. The
Compliance Officer and,/or the local Gamiog Agent shdl be responsible in the day-to-day
compliance of the IGL's AI{L/CFT obligations.

A dedicated Compliance Officer shall be appointed for the following: Interactive Gaming

Support Service (IGSS), Interactive Gaming Systems Provider (IGSP), Data/Content
Stteaming Providet and Operators of Studio Gaming Set-up.

2 Reputation dsk refers to the potential that an adverse publicity, u,hether accurate or not, v/ill

cause a loss of confidence in the integrity of the casino.

3 Opetational tisk is defined as the tisli of direct or indirect loss resulting from inadequate or

failed internal processes, people, and systems or external events.

a Legd risk is the possibiliq'that lawsuits, adverse judgments ot contracts that turfl out to be

unenforceable can disrupt or adverse\ affect the operations or conditions of a casino.

5 Concenttation risk is a supenisory concern as it mosdv- applies on the asset side of the balance

sheet. On the liabilities side, concentration risk is closely associated with funding risk or the dsk

of early or sudden withdravral of funds by latge depositors with potentially damaging

consequences to casino's liquidiry.

II. RATINGS

Component Rating
("Management")

Numerical
Rating

4 3 2 1

Ovet-all
efficiency of the
BOD and SM
oversight relative
to the size,

complexiry, and

risk profile

Srong
and

efrcient
oversight

Adequate
ovetsight

Less than
adequate

Veak
oversight
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Sub-components
rating

All or mosdy 4
with no sub-
component

ratingless than
3

All or mostlv 3

but no sub-
comPonent

rating less than
2

,{,ll
or

mosdv 2 All or mostlv 1

SUB-COMPONENTS RATTNG

Numedcal
Rating

4 3 2 I

1.The ability of
the Compliance
Officer to
manage the
MTPP

High-level of
abiliq'to maflage
the NfTPP
resulting in
minor
violations/
findings

Acceptable level
of ability to
mana€F the
MT?P, resulting
in minirnal
violations/
findings

kss than
acceptable ability
to manage the
MT?P, resulting
in moderate
violations/
findings.

Low ability to
manage the
MTPP resulting
in excessive

violations/
findings.

2.Management

Information

System @{IS)

S.eliable, timely,

complete, and

helptul)

High-level

MIS that is

reliable, timely,

complete,and

helpful

Satisfactorily

reliable, timely,

complete, and

helpfirl I\{IS

Irss Than

satisfactorily

reliable, timely,

complete, and

helptul MIS

Low level of
reliabilitl,
timeliness,

completeness,

and helpfi:lness

ofNtrS

3. Risk

I\fanagement

Practices related

to ML and TF

prevention

(consistent and

effective)

High-levelrisk

management

practice that

consistently and

effectively

identifies,

measures,

monitors, and

control risks &

problems

Satisfactorily
identifies,
measutes,

monitors, and

controls dsksand

problems relative

to ML andTT

I-ess thafl

satisfactorily

identifies,

measufes,

monitors, and

controls risks

and problems

LowJevel risk

management

practice

4. Pro-active or

reactive Self-

assessment

systems

(Independent,

accutate, and

useful)

High-level self-

assessment

system that is

independent,

accurate, and

useful

Adequately
independent,
accurate, and
useful self-
assessment

SVSTCrnS

kss than

adequately

independent,

accurate, and

usefrrl self-

assessment

s)'stems

The low-level

self-assessment

system
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SOUND MONEY I.AUNDERING AND TERRORIST

FINANCINGPREVENTION PROGRAM (MTPP)
COMPONENT RATING

I. DESCRIPTION

This rating reflects the adequacy of appropriate policies and ptocedures in preventing money
laundering and terrorist Enancing as approved by the covercd person's BOD and cascaded to
all concerned (i.e., SM, Compliance Office and across dl departments, etc).

Assessment ofthe soundness of ML and TF prevention policies and procedures includes the

edoption ofa comprehensive and risk based MTPP. It is understoodthat coveted persons shall

have a degree of flexibility in implementing policies and procedures which corespond to their
ourn risk assessment. However, there are minimum legal and regulatory requitements and

elements that apply regatdless of the risk lwel as provided under AMLA, its CIR\ and other
appl.icable issuances. Moreover, tlte I\{TPP should at least have the following featutes:

1 . It shall be consistent with the design accotding to the covered person's corporate structure,

risk profile, and complexity;
2. It shall be in writing (dutv approved by its BOD) and well disseminated to dl officers and

stzff rr'ho are obliged by law or by theit progtam to implement the same;

3. It shall also be readily available in a user-ftiendly fotm, whether in hatd or softcopy;

4. It shall be periodicdly updated to incorporate new Al\{L issuances, chanples inthe casino's

corporate structure and risk profile, and development of producs and innovations;

5. The covered persofl must put up a procedwe to ensrre that an audit uail evidences the

dissemination process fot new and amended policies and procedures; and

6, The ptogram shall embody the following at a minimum:

a. Detailed procedues of the covered person's compliance and implementation of the

following maior requirements of the ,{MIl, and the CIRR:

1. The customet identification ptocess, including accePtancEpolicies and an

ongoing monitoring Process;
2. Recotd-keeping and tetention;
3, Covered transaction reporting and

4. Suspicious trznsaction reporting induding the adoption of a system,

electronic or manual, of flagging, monitoring and reporting oftansactions
that qualiff as suspicious transactions, regatdless of amount or that will
raise a "red flz{' for purposesof futute reponing of such transactions to
the AI\{LC when their aggregated amounts breached the threshold for a

covered transacdon rePoft. Suspicious transaction reponing shall include a

reponing chain under which a suspicious transaction will be ptocessed and

the designation of a Board-lrvel or approved Comminee who will
ultimately decide whethet or not the covetedinstitution should file a report
to the AMLC.

cagayan offics: C6nko, s.nta An., cagayan 3514. T€1. (+6368) 395-4832 / 4828
R€gaonal Government Centor. c.rlg sur, Tug6g.rao City, Cagay.n 3500 . T6l. (+6378)395-4844 / i1080
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b. An effective and continuous AML/CF f taining program for all directors,and
responsible offcets and employees, tg enable them to 6:lly complywith their
obligations and responsibilities under the AMLA, its CIRR, and other applicable
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issuances, their own intemal policies and procedures, and such other obligations
as may be requited by the AMLC and, CEZA;

G. An adequate risk-based scteening and recruitrnent process to ensure that oniy
qualified and competent personnel with no criminal record or integrity-related
issues are employed or contracted by casinos;

d. An ioternd audit system and an independent audit progrem that will eosure the
completeness and accuracy of information obtained from customers. The casino
shall speci{, in u,riting the examination scope ofindependent audits, which shall
include ensuring and checking theaccuracy znd completeness of identification
documents, covered transaction report (CTR) and suspicious transaction report
(STR) submitted to the AIULC, and tecotds retained in compliance with this
ftamework, as well as assuring adequary and effectiveness of the casino's raining
pfogfams;

€. A mechanism that ensures all deficiencies noted during the audit andf or regular

or special inspection/examination are immediately corrected and acted uPon;

f. Cooperation with the AIvtLC andCE,ZA;

g. Designation of an AML compliance officer, who shall, at least, be of a senior
management level, as the lead implementer of the casino'scompliance Pro€Fam;
and

h. The identification, assessment, and mitigation of ML/TF risks that may arise ftom
new business practices, services, technologies, andproducts.

II. RATINGS

Component Rating
(..MLPP")

Numedcd
Rating 4 3 2 7

Overall
assessment

of
MT?P iN

relationto
Covere

dPerson's
corpofate
stfuctrte,
complexity, and

risk profile

Sound and
apptopiate to
itscotpotate

structwe,
complexity, and

riskprofrle

Satisfactory
andpropet

toits
colPotate
sttucture,

complexity,
and dsk
profiIe

kss than
satisfactory
anddoes not
fully suppon
its coryotate

sttuctwe,
comPlexity,

andriskprofile

Defrcient
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Sub-components
rating

All ot mosdy 4
with flo sub-
component rating
less than 3

All or mosdy
3 but no sub-
component
rating of less
than 2

,\ll or mosdy 2 ,\ll or mosdy 1

SUB-COMPONENTS
RATING

Numericd
Rating

4 3 2 7

1. Coverage of
N{:fPP @s to

A^/flA, CIRR
and otlter

@plicable
issaanns)

Comptehensivel
y covers all
tegulatoty

rcquirements

Significantly
coverc all
regulatory

rcquirement
s

A/eeds
impmvement

asit lacks
some major
ptouisions

Deficient as
a majodty of
theprouisions
ate not
indicated

2.. Risk
Management
Practices related
to ML and TF
are incorporated
in the MTPP

All significant
risks are

identified and

practices to
monitor and
controlthese
risks are

incoqporated in
the N{TPP

Most
significant
risks 

^reidentified and
practices to
monitor and
control these
risks are

adeguately
incolporated
inthe MTPP

fusks may be

identified but
practices to
monitor and
control these

risks are
inadequately
incolporated in
the I\fTPP

Deficient risk
management
practices where
risks ^re 

not
identified and

practices and
procedues are

not available

3. The extent of
dissemination
of MTPP and
level of

awafeness

Well
disseminatedto

all
concemed
officets/staff,
resulting

in firll
arrateness of
t}leir tespective
duties and
respoosibilities

Disseminated
to most of
the concemed
officers/staff,
resulting in
reasonable
awateness of
their duties
and
responsibilitie
s

Disseminated
only to some of
the concemed
officers/staff,
where the level
of awareness

needs

improvement

Poot
dissemination
toconcerned
officers/staff
andawareness

of theit duties
and

responsibilities

ROBUST INTERNAL CONTROL AND AUDIT COMPONENT RATING

I. DESCRIPTION

This component rates the adequacy and soundness of the intemd conffols of the covered

person to identify, measure, monitor, and contfol mbney laundering risks as well as compliance
with AMLA, its CIRR, and othet applicable issuances. Thete should be an intemd audit unit

lOth floor GreenfieH Tower, Mayflower comer Williams Streets, Greenfietd Distr'rt, Mandalqrong City, Metro Manila, Philippines 1550
r Tel. (+632) 8291-6704 to 08 o Email: lnfo@ceza.gov.ph / Website: www.ceza.gov.ph

Cagayan Office: Centro, Santa Ana, Cagayan 351 4 o Tel. (+6368) 395-4832 / 4828
Regional Governmenl Center, Carig Sur, Tugegarao City, Cagayan 3500 o Tel. (+6378) 39548t14 / i1080

-



^ e
CAGAYAN
ECONOMIC ZONE
AUTHORITY

that is independent and direcdy reporting tothe BOD or audit committee. Generally, an
intemal audit report can be used as a reference to assess the performance of the internal control
and audit function.

The intemal control and audit rating is based upon, but not limited to the assessmeart of the
following

1. Internal Controls
a. The framework of internal controls should, at a minimum, contain thefollowing

a.1 . Adequate board and senior management oversight;
a.2. Appropriate policies and procedures

a.3. Adequate measrrement and monitoring system;

a.4. Effeclve intemal controls and audit; and

a.5. Continuing personnel development and training

b. Other AML controls shall be evaluated based on the following:
b.1 . Natuc, scalc, and complcxiry of thc institution's busincss;

b.2. Divetsity of the casino operations, including geogaphical diversir-v;

b.3. Casino customer, product, and activity profile;
b.4. Volume and size of the transactions;

b.5. Degree of risk associated with each area of the casino operations;

b.6. The extent to which the casino is dealing ditecdy vzith the customer or is dealing

through intermediaries, third parties, countelparties, or no face-to-face access.

2. Audit Function
a. Assessment by the intemd audit unit of the casino's compliance andadequacy with the

AI\[I-A and with intemally established policies and ptocedures shall be based on the

follouring:
a.1 . Status;

?.2. Policies and procedures;

?.3. Control environment; and

?.4. Manpower complements of the intemd audit department.

b. The casino's intemal auditor should be able to:

b.1. Attest to the overall integrity and effectiveness of managementsvstems and

controls and AMI-A compliance;

b.2. Test ttansactions in all areas of the institution u,ith emphasis on high-dskateas,
ptoducts, and services;

b.3. Assess the following
i. Employee's knoqrledge and regulations/procedures;
ii. Adequacy, accruacy, and completeness of training ptograms; and

iii. Adequacy of the institution's process fot identifring suspiciousactivity.

1Oth floor Greenfield Tor,ver, Mayflorrrrer comer Williams Streets, Greenfield Dhtrict. f"f"na"ffrrg City, Metro Manila, Philippines t 550
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II. RATINGS

Composite Rating ("Internal Control and
Audit")

Numerical
Rating 4 3 ) 1

Overall
assessment of
Intemal
Controls and
Audit for ML
and TF
prevention

Robust Satisfactory Lcss than
satisfactory

Deficient

Sub-
component
srating

All or mostly 4
with no sub-
comPonent

ratingless than 3

All or mosdy 3

but no sub-
component

ratingless than 2

All or mostly 2 All or mosdy
1

SUB-COMPONENTS RATING

Numericd
Rating

4 3 ) 7

1. Independence
and suppott

Fully
independent and
has the totd
support of BOD
and SN{

Satisfactorily
independent and
has sufficient
support from
BOD and SM

Irss than
satisfactory
independence
and/or support
from the BOD
and SM

I-acks
independence
and/or support
from the BOD
and SN{

2. Coverage Comprehensivel
ycovers all areas

ofconcern

Srgnificantly
covers all areas

of concern

Needs
improvement
as it fails to
covef some
major concerns

Deficient as a

malority of the
ateas of
concern w'ere

not covered

3. Timeliness of
communicatio
n of Intemal
Audit Reports

Prompt
communication
to the BOD and

Compliance
Office and

corrective
actions are

immediately
taken

Communication
to BOD and
Compliance
Office and
corrective
actions are

within 
^

reasonable time

Communicatio
n to BOD and

Compliance
Office and

corrective
actions need

improvement

Poor
communication
to the BOD
andCompliance
Office resulting
in delayed

corrective
actions

l0th floor Greenfield Tower, Maflnwer corner Williams Streets, Greenfield District, Mandaluyong City, Metro Manila, Philippines .l550

o Tel. (+632) 8291-6704 to 08 o Email: lnfoOceza.gov.ph / Website: www.ceza.gov.ph

Cagayan Office: Centro, Santa Ana, Cagayan 351 4 r Tel. (+6368) 395-4832 / 4828
Regional Govemment Center, Carig Sur, Tugegarao City, Cag.yan 3500 o Tel. (+6378) 39548t14 / 408O



^ \d>
CAGAYAN
ECONOMICZONE
AUTHORITY

EFFECTTVE IMPLEMENTATI ON

I. DESCRIPTION

Establishment of a comprehensive and risk-based ML and TF frameu/ork embodied in the
MTPP as well as internal controls and audit systems proved tobe futile if not effectively
implemented by SM, resulting in untimely and irrelevant information to the BOD to act on.

Thus, it is equally important to assess the effectiverless of its implementation. The assessment

shall take into account the implementation of the followhg policies and procedures on:

1. Risk-based and tiered customer acceptance and identification;
2. On-going monitoring of transactions through an effective electronic or manual ANIL

system that is capable of watch list monitodng, initiating an investigation,providing a

complete audit trail, and appgegating activities of a customet;

3. Covered Transaction Reporting system either electronic or manual that is capable of
performing statistical analvsis, profiling and detecting unusual patterns of activiry and

accurately and completely generating all covered transaction rePorts u,ith all mandatorv
fields properly filled up;

4. Suspicious Transastion Reporting system either electronic or manual that is capable of
performing statistical analysis, profiling and detecting unusual patterns of account activity,

and recording all STs and support theinvestigation of alerts generated by the system and

brought to the attention of Senior Management whether or not a report was filed with the

AMLC;
5. Record keeping and retention system; and

6. Continuing education and training Program.

II. RATINGS

Component Rating ("Implementation")

Numerical
Rating 4 3 2 1

Overall
assessment

o

f
Implementation

Ifrgh level of
efrfectiveness

Acceptable
levelof
effectiveness

Implementatio
n needs

imptovement

Poot
implementation

Sub-
component
srating

All or mosdy 4
with no sub-
component

ratingless than 3

All or mosdy 3

but no sub-
componert

ratingless thzo 2

All or mosdy 2 A1l or mosdy
1
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SUB.COMPONENTS RATING

Numerical
Rating 4 3 ) I

1. Assessment of
risk-based
andtiered
customef
accePtance

and
identification

Sound risk-
based and tiered
customef
acceptaflce and
identification

Adequate risk-
based and
tieredcustomer
acceptance and

identification

Risk-based and
tiered customer
acceptance and
identification
needs
improvement

Deficient risk-
based and
tieredcustomer
acceptance and
identification

2. Ongoing
monitoring of
transactions
and activities
of customers

Robust
electronicor
manual AML
monitoting
system of
transactions and
activities of
customefs

Acceptable
AML
monitoring
system
transactions afld
activities of
customefs

AML
monitoring
system of
ffansactions
and activities of
customefs'
needs

improvement

Deficient AML
monitoring
s.vstem of
ttansactions
andactivities of
customefs

3. Assessment of
cot ered

ffansaction
reporting
system

Sound covered
transactions
reporting system

A satisfactory
covered
transactions
reporting system

Irss than
satisfactory
covered
transactions
teponing
system

A poor covered
transactions
reporting
system

4. Assessment of
suspicious
transaction
reporting
SYSTCrn

A sound
suspicious
transactions
rcporting systcm

A satisfactory
suspicious
transactions
reporting systcm

Less than
satisfactory
suspicious
transactions
reporting
system

A poor
suspicious
transactions
rcporting
svstem

5. Assessment of
record
keeping and

tetention
system

High level of
effectiveness in
tecord keeping
and retention
system

An adequate

level of
effectiveness in
record keeping
and tetention
system

Record keeping
and retention
system needs

improvement

Poor record-
keeping and
retention system

6. Assessment of
continuing
education and
ttaining
progfam

HighJevel
effectiveness of
continuing
education and

training program

Adequate level
effectiveness of
continuing
education and
trahingprofram

Continuing
education and

training
programneeds
imptovement

Weak continuing
education and
training program
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Annex B

SUR\TEY QUESTIONNAIRE6

A. MANAGEMENT

1. BOD and SM oversight
a. Is there a clear guidance from the BOD of the casino's strategic and operational plans

and objectives in ensuring that the casino shall not be used as a conduit to N{L/TF? If
so, please describe induding the budget allocations to implement these plans and
objectives. Have these plans andobjectives been cascaded to Senior Nlanagement and
responsible officers and stafP If so, state how this was done.

b. In relation to question "d",please describe the control policies and mechanisms (e.g.,

reportorial requirements, rewards and disciplinary system, ftaining program, etc.)

adopted by the BOD to attain these policiesand objectives.

c. Please describe the institutional framewotk fot ML and TF prevention. S7hat are the

roles of the BOD, Senior Management, Compliance Office, Intemal Audit, and othet
Offices in ML and TF prwention? What reports are requited to be submitted to the
BOD to assist them in their decision- making ptocesses?

d. Please describe the dsk menagement system relative to ML and TF prevention.

e. Does the Compliance Office report direcdy to the BOD? If not, to whom does the

Compliance of6ce report? How frequent is this done?

t. Please descdbe the authorities delegated by the BOD to the Compliance Office and

the,\ML Compliance Officer telated to ML and TF prevention.

Responses in this survey questionnaire will provide the inspection team with necessaty

information facilitatingassessment of appropriate AML rating for the covered person.

g. What other relevant oversight function/s does the BOD and Senior N{anagement

exercise to ensrlre the attainment of the institution's plans and objectives relative to
N{L and TF ptevention?

2. fdentifrcation, tneaswement, monitodng, and contrclling or risks and
ptoblems rcIated to ML and TF

a. Have you conducted risk profiling on all existing casino customers? If not all, what
percentage of the total customer count had been profiled?

b. Have you conducted an assessment on the dsks and lrrlnerabilities that1'our casino is

exposed to? Please descdbe how the assessment was done.

c. V/hat identified dsks and vulnerabilities are the institutions exposed to and horv are

these risks and r,'ulnerabilities measured, monitored and controlled by the BOD
and/or SM?

3. Self-assessment systems .that ate eithet pto-active, thtough cofiPliance
testing, ot teactive, through intemal audit

a. Have you conducted an overall assessment of the casino's level of compliance with
ANII-A, as amended, its CIRX" and other applicable issuances? Please descdbe how
this was done and state the ftequency of the assessment.
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b. Based on the assessment, please state in percentage the level of compliance of the
institution.

c. How is a deviation ftom pre-set guidelines as well as deficiencies and weaknesses noted
during internal and extemal audits corrected and what are the mechanisms undertaken
to monitor the implementation of corrective measures?

d. Has yout casino recendy undergone an intemal audit on AML Compliance? If yes,

please summarize the key findings and recommendations that were noted in the most
recent intemal audit report and set out the measures that the BOD has undertaken to
address these findings and to monitor the same.

Key Findings Recommended Actions Progtes s / Developments

e. Has vour casino recendy undertaken compliance testing of otherdepartments, units,
offices, and branches that is independent of the internal audit? If yes, please describe

the process (u'hether on-site inspections v/ere conducted) and summarize the key

findings and/ot recommendations that were noted in the most fecent compliance
testing report, and set out the measures that the BOD has undertaken to address these

findingp and to monitor the same.

Key Findings Recommended Actions Progress/Dwelopments

4. Management Infotmation System

a. Does the casint-r maintain a il{anagement Information System?

b. Has the casino carried out an assessment of the effectiveness of the management

infotmation system as well as the AI\{L electronic or manual monitoring system? Please

sPeci$'how this is done'

c. \['hat tepots are being submitted to the BOD or Board level/approved Committee

to assist them in their decision-making processes relative to ML and TF ptwention,

who signs them and how frequent are they being required?

d. Does the I\trS have ted flags systems alerts and can generate annual statistics?

e. Does the casino keep annual statistics on red flags systems alerts, ML investigations,

Covered Transaction Reports (CTR), Suspicious Transaction Reports (STR) btoken

dov.n as to nature? If so, which Office requires and maintains the same? Please provide

copics of the statistics.

f . Does the casino keep track of dispositions of red flag systems alerts? If so, which

Office requires and maintains the same? Pllase ptovide copies of the tracking report.
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5. the capability of the Compliance Office in Managing the Casino's MTPP
a. Describe the structure of the Compliance Office including the financid, human

and technical resources, delegated authorities, repotting and communication
line, duties and responsibilities of the Office as a wholeand of individual
officers and staff together with their qualifications and experience as well as

standards in hiring new staif, and control mechanisms (such as the pou'er to
monitor and ensure compliance induding the authoriry to impose sanctions or
gi'i,e incentiyes or rewards when necessary) of the Office in ensuring that the
pre-set obiectives are adheted by tesponsible officers and staff in the diffetent
Depattments, Groups, Units and/or Branches?

b. How are newly adopted policies and procedures as well as subsequent changes

thereto assessed (as adequate or inadequate) and how are the results of the
assessment communicated to the BOD to Senior Management, to different
Departments, Units, Groups, Sub-gpoups, and to the Branches up to the
frontliners?

c. Ho'*, is the adequacy of AML training assessed? Please specifr in detail.

d. Havc you takcn thc ncccssary mcasufcs to prcvcnt criminals ot thcit associatcs

from holding or being the beneficial ownerc of a significant or conttolling
interest or holding a management function, induding membership in the Board
or any Committee within your casino? If yes, please describe the measures

taken.

e. Do y'ou have a screening process that ensures high standards when hiring
employees? If yes, please indicate the specific policy provisions applicable.

f. ,\re tl:e directots and senior management subiect to internal "fit and ptoper"
requirements induding a check on their expenise and integrity? If yes, please

provide the relevant policy provisions. If election, selection or appointment is

based on family ties, please indicate.

g. How are the provisions of the MT?P disseminated to responsible officers and

staff and how are their compliaflce assessed and monitored?

h. lMhat other relevant management practices does the Compliance Office
exercise to manage its MTPP and ensure the attainment of the institution'splans
and obiectives relative to ML and TF prevention?

6. Natute of weelmesses noted aad ability to addtess existing and
potential isks and ptoblems

. Has your casino undergone a prer.ious AI\IL Examination by CEZA? If yes,

please summarize the key findings and/or tecommendations thaturere noted
in the most recent AML teport and set out the measufes that the BOD has

undertaken to address the iindings and to monitor the same.

Key Findings Recommended Actions Progres s /Devel opments

a

l Oth floor Greenfield Tower, Maflower corner Williams Streets, Greenfield District. Mandalqyong City, Metro Manila, Philippines 1 55O
o Tel. (+632) 8291-6704to 08 . Email: lnfo@ceza.gov.ph / Website: wuaiv.ceza.gov.ph

Cagayan
Regional

Office: Centro, Santa Ana,
Government Center, Carig

Cagayan 35 14 o Tel. (+6368) 395-4832 / 4828
Sur, Tugegarao City, Cagayan 350O o Tel. (+6378) 395-4844 / 4080

,.-l

I



-

CAGAYAI{
ECONOMIC ZONE
AUTHORITY\-

b. Hou, is a de'r'iation from pre-set guidelines as well as deficiencies and
weaknesses noted dwing intemal and extemal audits corected and what are
the mechanisms undertaken to monitor the implementation of corrective
measures?

B. MONEY LAUNDERING AND TERRORIST FINANCING
PREVENTIONPROGRAM

1. Customet identification pmcess
. Does your casino apply a risk-based approach to combating money laundedag

and terrorist ernancing? If so, please provide an overview of these policies and
procedures. The overview should (1) porray the casilo's phiJosophy towards

risk-based (does it form an integal part ofthec2sino business framewotk?), (2)

indicate houz the relevant risk assessments are rmdertaken and its basis, and (3)

describe the mechanism by which permitted vatiations from the generally

applicable standards are promulgated, and vhat a-ffangements, if any, are in
place to monitor the continuing suitability of the exceptions. Please pro\.ide the
basis in the casino's MLPP.

b. Does }'our casino pennit &e opening of enon).mous accotults, zccounts in
fictitious names and other accounts not otherwise under the true and full name

of the account holder? If yes, please indicate the approximate oumb€r of
accouflts, pertinent policies and procedues for opening, and the level of
approving authority.

C. Does your casino undertake customer due diligence (CDD) measures when:

1) carryir:g out transactions with non-catded customers?

2) carrying out occasional customen?
3) carrying out and receiving wi.re, domestic or cross border, transfers?

4) carrying out junka and video streaming customets?

5) Does the casino have doubts about the veracitv of previously obtained
customer identiEcation documents ot data?

For each of the above, please describe in detail the CDD ptocess and the
speciEc provision in the MTPP that apply.

d. Explah the CDD requirements applicable to potentid individual customers
stating the minimum information to be obtained, lDs acceptable and its
classification based on reliability (if any), and policy in updating identification
information citing the speciEc intemel policy provisions.

e. Does your casino idetrtifo the beneficial owner of junka customers and verifi'
the information acquired? Ifyes, plcase describe in detail induding the specific
intemal policy provisions.

f. Does your casino conduct ongoing due piligence on the business relationship
of existing customers? If yes, please describe the extent/scope of this
obligption and indicate the speciEc intemd policyptovisions.

1t. Does your casino perform enhanced due diligence fot higher-tiskcategories of
customer, business relationship or &ansactioo and does it apply to existing

1oth floor Greenfield Tower, Meyflowe. comer Williams Strsets, Greenra€ld Districl. Mand.h'yong C'ty, Metro Manila. Ph'liFpines 1550
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customers? If yes, please explain including reference to the list of customets
considered as high ris\ critetia, and factors consideted in applying EDD, gpes
of measures required, conuolmechanisms for managing the risks associated
with dealing with these customers, validation procedures, and t}re specific
intemd policy provisions.

h. Does yow casino apply reduced due diligence whete there is a lon, risk ofML
or TF? If yes, plcase explain pro\.iding details of any applicable
conditions,/standards and specific intemal policy provisions. Is this
permitted with regard to customers that are resident in anotler country? I67es,

please explain further.

i. Vhat does your casino do in cases r*;here it is unable to complete the CDD
measures tequired by existing intemal rules ot under the AMLA, as amended,

its CIR& and other applicable issuances? Please indicate the specific intemal
policy provisions that apply.

j. What are your obligations with regard to establishing business telationships
with a politically exposed person? Please describe the existing policies
goveming these arrangements, induding the standard of due diligence that

apply to them, control mechanisms to address the risks associated in dealing
,vith them, and updating of identification information with references to
specifi c intemal policv provisions.

k. Does your institution allow non-face-to-face services? Ifyes, please explain the

existing policies goveming these arrangements as well as the control
mechanisms to address the tisks associated with this gpe of husiness

relationships or transactions with references to specific intemal policy
provisions.

l. Do any ofyour businesses make use of a third party, countelParty, and thelike?

If yes, please identifr the third party, counterparty, and the like and the due

diligencc undertaken on them. Please identi$ also the business areas which
make use of them, the apptoval process for inroducing clients, the tlpe of
relationship, and whethet or not such parties performthe CDD process that
would usually be undertaken by the casino.

Do y'ou rely on a third party, counterpart)', and the like to perfotm some of the

elements of the CDD process (face-to-face or gathedng of the minimum

information)? If yes, please explxin the existing policies goveming these

arrangements as well as the conftol mechanisms to address the risks associated with
dris type of business relationships or transactions with teferences to specific

internal policy provisions.

m.,\re there instances where you outsou.rce some of the elements of the
CDD ptocess (face-to face or gathering of the minimum informetion)? If ps,
please explain the existing policies goveming these arrangements as well as the
control mechanisms to ad&ess the risks associated with this qpe of business

telationships or transactions with refetences to specific intemal policy
provisions.

2, Recotd keeping and rctcntion ptocess
€1, Please describe the recotd-keeping obligation including dre type of records

and information that should be maintained. Please indicate the specific
intemd policy ptovisions.
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b. Do 1'ou maintain all necessarl' records on all casino transactions inregard to

AItr-/CFf, for how long? Who is the designated custodian that shall be
accountable and responsible for safekeeping these documents?

G. Do you maintain records of the identification documents and data,
membership account files, and correspondence and, if so, for how long
following the termination ofan account or business relationship?

d. Do y'ou cnsurc that all customcr and transastion rccords and information arc

available on a timely basis to competent authodties?

3. Coveted and Suspicious Transaction Rcpotting
a. Do 1'ou have an electroni'c money laundering transaction monitoring system

in place? Ifyes, is it intemdly developed or putchased t'rom a vendor, and does

it have the follorring automated functionalities?
r Covered and suspicious traruacrion monitoring - performs statistical

anall'sis, pro6Srr* and able to detect unusual pattems ofaccount activiry;

. Watch list monitodng - checks ttansfer parties (originator, beoe6ciary, and

narative 6elds) and the existing customer database for any listed
undesirable individual or corporation;

o Investigation - checks fot given names throughout the history of
transactions stored in the slstem;

o Can generate all the CTRs of the covered institution accrtately and

completely with all the mandatory Eeld propetly filled up;
o l\fust provide e complete audit trailj
r Capable of aggregeting activities of a customet with multiPle eccounts on a

consolidated basis for monitoting and reporting purposes; and

e [Ias tlle capabiliq' to recotd all suspicious uansactions and support the
investigation of alerts geoerated by the system and brought to the attention
of Senior Management whether or not a tePoft was filed with the AMLC.

b. Ifno, please describe how you manually perform the functionalities mentioned
above.

c. Do you pay special attention to rnusual ftansactions? If yes, how do yol 6.6r.
unusual ftansactions? And what type of special measues do you implement in
managing them? Please indicate the specifrc intemal policy provisions for this
requirement.

d. Are you required to rcport to the AMI-C an S'I\ when you suspect or have
reasonable grounds to suspect that funds ere the proceeds of criminal activity?

Please describe tbe scope of the obligation, the decision process,and the
decision-maker within the institution (whether or not to file an STR) with
references to the specific intemal policy provisions that mandatereporting.

e. Does the obligation to make an STR also apply when you suspect ot har.e

reasonable grounds to suspect that funds ate related to terrodsm? If yes please

desctibe the scope of this obligation, the decision process, and t}le decision-
maker within the institution (whether ot,not to file an STR) with tefetence to
the specific intemal policy provisions that mandate repotting.

f. Other than the 5 specified circumstaoces for filing a, Sfi, what other instaoces
do you report an STR or an alert has been tagged by a transaction that is similar
or analogous to any of the predicete offense?
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g. \X/hat is the lq;d protection against potentid liability available to your officers
and/or staff who report their suspicion in accordance with the legal obligation
to report? Please describe, by reference to the specific intemal policy
ptovisions, the scope of the protection in terms of who would bene fitftom it
and the types of liability against q'hich it is available.

h. Do you prohibit your officers and staff from disclosing ("tipping of?') to anv
person the fact that an STR, CTR, or related information is being reported or
ptovided to the AIVLC? If they are, please describe the scope of this ptohibition
by reference to the specific intemal policy ptovisions.

4. Employment and Ttainhg Progam
a. Please indicate the standards that appl-y when hiring new staff to the

Compliance Office, the Intemal Audit, and the casino as a whole?

b. Please descdbe the casino's AML training and refreshet program with specific

references to the level of training and focus on the participant, the Office tasked

to implement the program, the financial, human and technical support that
Office has been given and frequency of offering.

c. Are the staff of the Compliance Of6ce and Intemal Audit Office is being
provided with training for combating money laundering and tefforist financing
that is diffetent from the staff of other offices? Please give details.

d. Do you have an ongoing employ'ee training on AML/CFI? If 1'es, please

indicate the last employre training on AML/CFT and the schedule for the year

as well as the specific policy ptovisions for this tequitement.

C. CONTROLS AND AUDIT
1. What is the structute of the Intemal Audit Office including the financid, human

and technical resources, delegated authorities, teporting and communication line,

duties and responsibilities of the Office as a whole and of individual officers and

staff together with their qualification and experiences aswell as standards in hiring
new staff, and control mechanisms of the Office in ensuring that the pfe-set
obiectives are adhered by responsible officers and staff in the different Department,
Groups, Units and/or Branches?

2. Do you establish and maintain intemd procedures, policies, and controls to prevent

ML and TF? How do you communicate these to the officer, staff, and employees?

Please provide details with reference to the applicable policy provisions.

3. Do vou maintain an adequately resourced and independent audit function thattests

compliance with these procedures, policies, and controls? If y'es, pleaseindicate the
available resources, financial, human and technical resources and the specific

policy provisions for this requirement.

D. IMPLEMENTATION

a
Coveted and Suspicious Transaction Reporting Policies and Ptocedutes

Do y'ou have an electronic lnoney laundering transaction monitoring system

in place? If yes, is it intemally developed or purchased from a vendor, and does

it have the following automated functionalities?

o Covered and suspicious transaction monitoring - petforms statisticd
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analysis, profi.ling and able to detect unusual patterns of account activiry;
o Watch list monitoring - checks transfer parties (originator, beneficiary, and

narrative 6elds) and the existing customer database for any listed
undesirable individual or coqporation;

o Investigation - checks for given flames thtoughout the history of
transaction stored in the syntem;

o Can generate all the CTRs of the covered institution accurately and
completely with all the mandatory field properly filled up;

o N1ust provide a complete audit trail;
o Capable of agpgegathg activities of a customet with multiple accounts on a

consolidated basis for monitodng and reporting purposes; and

o Has the capability to record all STs and support the investigation of alerts

generated by the system and brought to the attention of Senior

Nlanagement u,hethet or not a report was filed with the AMLC.
b. If no, please describe how you manually perform the functionalities

mentioned above.

c. Do you pay special attention to unusud transactions? What type of special

meastues do you implement in managing them?

d. Are you required to report to the AMLC a suspicious transaction rePoft -
STR, when you suspect ot have reasonable grounds to susPect that funds are

the proceeds of cdminal activity? Please describe the scope of the obligation,
the decision process, and the decision-maker within the casino (whether or not
to file an STR).

e. Does the obligation to make an STR dso apply u,hen you suspect or
have reasonable grounds to suspect that funds are related to terrorism? If

Yes, please describe the scope of this obligation, the decision process,and

the decision-makr within the casino.

t. Other than the 5 specified circumstances for filing an STR, what othet
instances do you report an STR or an alert has been tagged using thelast

item- any transaction that is similar or analogous to any of the predicate

crimes?
g. What is the legal protection against potentid liability available to yoru officers

xd,lor staffwho report their suspicion in accordance with the legal obligation
to rePort?

h. Does the Compliance Office keep annual statistics on red flags systems alerts,

ML investigations, CT reports, ST reports broken down as to natute? Please

provide copies of the statistics.

i. Does the Compliance Offige keep uack dispositions of ted flag systems alerts?

Please provide copies of the tracking report.
j. Do you ptohibit your officers and staff from disdosing ("tipping off) to any

person the fact t}rat an ST& CTB, or related information is being repottedor
provided to the AI{LC?
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2. Risk-based and tietcd customct aaccptat ce, identifrcation, and
oogoingm onitoring policies aad procedutcs

3. Does ),our institution undertake customer due diligence (CDD) measures

v,rhen:

1. carrying out transactions with non-carded customers?

2. carrying out occasional customers?

3. carrying out and rccciving wirc, domcstic or cross bofdcr, Eansfcrs?

4. carrying out junket and video streaming customers?

5. Does the casino have doubts about the veracity of previously obtained
customer identification documents or data

b. Does your casino conduct ongoing due diligence on the business relationship
ofexisting customers?

C. Does your casino perfotm enhanced due diligence for highet-tiskcategories of
customet, business relationship or transactiofl, and does it apply to existing
customefs?

d. Does vour casino apply reduced due diligerrce where there is a low risk of ML
or TF? What does yout institution do in cases where it is unable to comPlete

the CDD measrrre s required by existing internal rules ot under the AMLA, as

amended, its CIRR and other applicable issuances?

e. V/hat does your casino do in cases where it is unable to complete the
CDD measutes required by eisting intemal rules or under the AI\{Ii, as

amended, its CIRR and odher applicable issuances?

f. In thc casc of non-facc-to-facc scn'iccs, docs thc casino cnsurc thatcontrol
neasures to address risks associated with dris qpe of business reiationship or
transactions are implemented?

3. Record-keeping and retention policies aad procedutes
a. What is the qpe of records and information that )'our casino maintains?

b. Do you maintain dl necessarl' recotds on tansactions and, if so, for how long
following completion of the transaction? Who is the designatedcustodian that
shall be accountable and responsible for safekeepingthese documents?

C. Do you maintain records of the ideotification documents and data,

membenhip account files, and business corespondence and, if so, for how
long following the termination of an account or business telationship?

d. Do you ensure that all customer and transaction tecords and information are

available on a timely basis to competent authorities?

€. Do you conduct compliance testing to ensufe that all units and/orbranches
maintain and safely stote KYC and transaction records?

f. Does the Intemal Audit cover an assessment of compliance of therecord-

keeping and tetention process?

1, Continuing education aad ttaining Ptognm
o, Are newl]-hired employees required to attend AI\{L training?

b. Is there an existing training and reftesher program for all tesponsibleofficers
and stafP Please provide a copy of the proppam.

c. Are the staff of the Compliance Office and Intemal Audit Office provided with
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training for combating money laundedng and terrorist financing that is
diffetent from the staff of other of6ces?

d. Do you have an on-going employee training on ML and TF prevention? If yes,

please indicate the last employee training and the schedule for the year.

e. Do you conduct a tegular post-test on employees to gauge their understanding
of AMI-A, as amended, its CIRR and other applicable issuances?

This Memorandum Order shall take effect immediately upon approval.

SEC.
Administrator and Chicf
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